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> Centralised Algorithms: > Distributed Algorithmsfﬂ

- Single computer with .
the whole problem - with each having only =
Instance/data available local view

‘Network’ of computers




Distributed in a

ynamic' environmen

(): Which one of us will get

the printer despite failures or

-2 Fault-tolerant/Dynamic
Algorithms: Faulty/ |

- Dynamic environments : | :
B - e.g. 1n a self-healin

changes




The(A) Distributed Matrix....

Architecture

Timing
Identity

Knowledge

Local Memory
Bandwidth
Failure

Behaviour

IV
SRR

Sensor, Wireless,
Reconfigurable,
Overlay, Cloud...

Message Passing
(Point-to-Point,
Broadcast...)

Synchronous Partial ..

Anonymous ID

Local (Own +
neighbour IDs), +
size, dia estimates?

Restricted

Db Logarithmic

LOCAL (Unlimited) | CONGEST (polylog)

Edge, Memory,

Crash (node) .
Transient ...

Obedient!

SuperLinear, Linear,

Selfish (Game

Shared MemOry e

Asynchronous

Constant

?

Byzantine

Byzantine
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e A self—healing system, starting from a correct

state, under attack trom an adversary, goes only
temporamly out of a correct state.
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> Resilient Distributed Architectures by Self-healing
~P2P topology maintenance)

> Low Memory devices: Compact Routing over

_"_Compact Self-healing Networks ~ Internet of Things




N

Computer networks: components fail,
network fails until components fixed.
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utonomic Computing

> IBM’s autonomic computing initiative
- > Nature and Bio-mmspired

{-CHOP

Self-
Healing

Self-




n autonomic system

” TS

2 Self-managing:
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> Self-healing

e

- 2 Self-optimizing

2 t

2 Self-protecting




~* Attack action: An adversary inserts or deletes one

- node per round

* Healing action: After each adversary action, we

 add and/or drop some edges between pairs of

Y

“nearby nodes, to “heal” the network
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ealing topologies:

Line Graph




R IO

Possible healing topologies:

Star Graph




> Low degree increase —— h

N e e o

poorer expansion?
> Low diameter —= high degree increase?




_hallenge 2: local fixing of

global properties

> Limited global Information with nodes
> Limited resources and time constraint
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Self-healing t()pologlcal
Goals

 > Healing should be fast.

:> Certain (topologlcal ete...) properties should be maintamed w1thm
~ bounds: '

2> Connectivity
,12>‘Ii)egr‘ee (quantifies the work done by algorithm)
= Diamefer/ Streteh
:"{ > lixpansion/ Spectral properties

. 2><Ada’ ijLUf 0o

¢

LS Cost MGU’ICS Tlme #messages per heahng and change mn propertles
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ttack action: An advers‘ary <attacks>

N

}' Healing action: After each adversary action, we
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> Cost Metrics: Costs per healing and change in

~ properties (dilation) over lifetime.
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Our Self-healing

Algorithms
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Questlons and future Work

5 Emplrlcal studies: Beyond model assumptions, multlple failures (varying
| proX1m1tles) cascadmg failures, high churn, restrlcted rules, topologlesA |

:§> What is the best way to analyse fully node dynamic algorithms (say, self-
heahng graphs)?

> Lpad-balanced self-healing: Chord like structures? Small world models?

> Extend model and algorithms to multiple failures, sensor networks ete.

:55, Behawoural’ Self-healing

'{:’:}"’:_Can edge dynamlc temporal theory help? In some use cases, p0581bly node
j—dynamlc are contained in Edge dynamlc' '




